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ISSUED BY THE IN!TELLIGENCE DIVISION
OFFICE OF CHIEF OF NAVAL OPERATIONS

NAVY DEPARTMENT LS gg275
SECRET INTELLIGENCE REPORT /4

101-700
< —
Serial ___ 0=5=45 Monograph Index Guide No. 708-100 .
(Start new series each year, i. e. 1—43, 2—43) {To correspond with SUBJECT given below. See O. N. I. Index Guide.
» ) Make separgte report for each main title.)
From ___ Naval Attache ot Buenos Alres  pui. 30 May 1949
(Ship, fleet, unit, district, office, station, or person)
Reference
(Directive, correspondence, previous related report, etc., if applicable)
s 4 )
Source __Us S, Milltary Attache Evaluation A-1
(As official, personal observation, publication, press, conversation with— A-l to E-O etc.
identify when practicable, etc.) AB/EN 3-10; SER. 4312416—11-18-42
Subject ARGENTINA  Government Cryptography device
{Nation‘reported on) (Main title as per index guide) ) (Subtitles) {(Make separate report for each title)

BRIEF.—(Here ecnter careful summary of report, containing substance succinctly stated; include important facts, names, places, dates, etc.)

Enclosure (A) Military Attaché, Arg. Secret Analysis
of Cryptographic Machine Held by The
Argentine Pollce - containing 4 pages
and 12 attached photo figures.

Enclosure (A) is a description, together with pictures,
of & German coding machine which was seized by the Argentine
police sbout two months ago, The Argentine police turned
the machine over to the U.,S3. Embassy for study, and .
enclosyre (A) was prepared in the office of the U.8. Military
Attache,

COMMENT

This coding machine is belleved to have been used by
Johann Slegfrled Becker, recently arrested Germen espionage
agent, It 1s of particular interest that the Argentine police
made it svailable to the U. 8, Embassy, as it 1s an indicetion
of cooperation which hitherto has been non-existent. It is
hoped that such cooperation can be fostered, and that the
Argentinees mey maxe avallable to us such informetion zs they
may heve gothered concerning Japanese activities.
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MILITARY a4 f{TACHE (
GNITED STATES EMBASSY | ~
BUENDS AIRER, ARDENTINA

ANALYSIE GF CRYZPORLL: BIC HACHIHE LRLD 8Y
TEE ARGHTING FULICE

The ruchine. is &n oloctrically oporkted mechanical cipher device
siniler to the Goxman “ENIGW, It wey be used foxr the prpose of on-
¢lphering and decijboring sossages with zoturnty ond security. It i
a portalbile muchine of 2 vory sturdy construction.

She mnchinu operates uz follows: lepreswion of n key {fig.I1l 712}
energizes o circult fron the key through a stetor (fig.Jl 76) wui Lrom
right to loft through tho three intermediste rotors (fig.IX :7) to e
seversing rotor (fig.Il 78), and baek from left to right through the
rotors into the stator and from there to thu lanp which serves to deaiy-
nate the partisulayr letter solested in tho enciphering or dsciphoring op-
eraticn. The rotore anct a8 a sst of swiltching comutntors betwesn the
whole 88t of keybonrd contacte sna the agsociatud lumps. ‘‘he doyression
of any of the keys ulso serves (0 edvance thu rotors. IF the rotors were
to remain fived, tho resultants obteined fror tho operution or the keye
board contucts would yieli o siaple momno~alphmbetic cubstitution. .=
extoraal rosur supply of three volts i reguired to opercie the machine,

A metsl housing covers the machine, which ic plwced in « wooden box
fitted with a leathor currying strap. dn £ig. I the maching iz ahown
with the ocover of the woodsn box opgn. The following are thoe Lmjortwut
points of the machine visible in this fizwre:

1. <luteh
2. oSelector
3. Contacts for power supply
4. vindous for viewing ulligament of rotors
5. G(uter ring of rotors, used for advsnoing them in the roceas
of alignmont.
6. Counter
7. Lanpe
B. rReys
Y. forows for fastening the metel cover.
10, Clagp for sesuring cover of tha wooden box,
li. Handle for turning countar.
ile Sockets for storuys of extra bulbs,

The clavel iz used for ongaging unld discnguging thic rotors. Shen
tho clutsh i3 in the forwsrd positiocn tha rotor feed puwls cre in contact
with the gours of the rotors, asd the rotors ocn be coved by the deproesion
of any onv of tho keys. Then the clutch is moved baokwnrds the rotor feed
pawle are disengeged from tho teeth of the rotors end lesve them fxree. The
individunl rotors con then bve wmoved in aither direction by hund,

The selector may ba moved to four diffeorent polmts. These recd from
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left to right: “hell®, "Batt, dki.”, “aus® and *ssamler®. Yho Aarpous
of the rfirst thres positicne is not lmown. Yhen tLhe seleotor &6 plaoced
on tho fourth positica, “Swaswlor*, howsver, thoe airenite are complete
and ths deprossion of u key lights tho camocciasted lsispe

The countor is not of the usial vype which cen be quickly clsarecd,
wmusmmmxsxzmwrymnwmmmmw
wmofwemmmmmmmeemuuxmmmew-
ward thyough the individual nuzbars.

The purpose of the mumbers aud the typogruphical syabole appearitg
on the Reys end the lumps is not know.

In fi3. XI the muchine §8 shown with tho cover ojen «nd tha potors
engeged as thay would be curing sctucl operution. Tho amin points vieible
in this photograph aro:

1. Gluteh in forwurd positicn.

2. Lotor foed pawls.

3. olector

4. Tprings sttaaled to exteraul ;owsr contacts.
5. Interncl power contacto.

6. Stator

7. Ilntermedicte rotoxs.

&. #mswvuroing rotar. . :

9. Totor fressure lock in mé"wgsgﬁ porition,
1. Cﬁ% Ror drive ghaft.

~ . : J
The smobine with the Interssdizto rotors rehoved 14 ghown im figure
1II. The essunbtivl poluts wre: ge

l

l. Tator foecd pamls,
d. letor pressure lock in digengmuged positios.
3. FLotor mhuft. R
4e roluts which support rotor shaft. §
5« ferial wmmber of the m:chine, GROV. Thie nunber also appesrs

- On the exterior of the wooden box, euch lutermedinte rotor,

. tho reversing rotor, cad the stator.
6. Rubbor rings.

D>

~ Gl

A

In fig. IV the ststor iv showu in a clogo-up view, There are twenty
81x mell coppor contucts of o poru.nreat Bature. Huch onc of those contacts
ic uired to one of the koys sl t0 the corrosponding lemy. Ihs contuot with
tho amz1l white dot over it {£3) is wired to the key ™:* sni to tho lamp *i%.
The eontacts ca tho Btetor were foumi to Lollow ihe came oxrder us the letters
on the keybourd but in « counter cloclkwise direction. Framplos  lke first
latter to the loft of "Iv is "»", ond thc soconé lotter to the left of el
i8 Y%, irocseding in ¢ counter clockwise direct. ion, thoreforu, the contaets
on thu stator oro us follawse:

CYERTZVIVASEDFOMNTIXPYRCVB il
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There are contuctuy on both zides of the intermadiste yotorszs. Vhen
pleced in the machine tho contacts on the right arve of & polal typs with
an attnched spring, and thome on the left are of the small plate type
found on the stator.

The rizht side of the¢ three intermeaimto rotows is showm in Fig. V.
The teoth on tho inner sprocket engago with the testh of tho rotor fead
pawls, and the outer ring is the section ihiloh projects through the caver
of tho machins and is used in advancing the rotors by hand,.

Tho plate contacts of the intermediate rotors ara shoun ia Fig. Vi.
Also visible are the gours used in tho stepping process. These gesrs will
ba desoribed in detail below.

Anothsye {nportext feature of the inturnediuie and roversing rotors is ’
the spring clip on the alphabet ring. These ere whown in Fig. VIII $l.
Yhen the apring clip is relensed the ulphadbet ring will revolve snd muy be
gset at any desired position. Thiz provides « yuick und oasy aethod of
changing the designation of the contacts. In tuis sume figure the rotor
pressure lock is shown in the relensed position with ths reversing rotox
pashed back. This also gives o view of how the rotox shaft rides on ths
point projecting fram the reversing rotor.

then the machine was received for exmmination ths rotors hid been
placed on the rotor shaft in the following ocxder, Iroa left to right,
#3, #2, £1. The spriag olip of rotor f1 wus set at *bv, of J2 at "¢,
of #3 «t 5%, and of the reversing rotor uxt "D, IThe wiring of poimt to
plute contucts while Lhe alphnbots were in the sbove positions was fownd
t0 be 8 follows:
rotor ;1
iointg ABUDEFOHRIJELRHOP TRETUVEXYZ
Tlgtes ELQUPVSEQRNTODXYFPHEOBYLICY S Wl
Rotor 72
roints ABCDRKYORIJIZLUHOFrGCRETUVYVWXYZ
Flates OSYYZOGADXRLLACE UIFEFEBAGAJIU Y
Rotor #3
Toiuts ABCRNEBEFOHIIJELANGPOIROYUVX UYL
rlntes SOFEI~FETRBEBYPLAJXTHECOVEYDCO

Tho reversing rotor is showa in detail ia Fige. VIi. It has twenty
six roint contccts which are wired in thc fallowing = nner:

ABCDRDEFOINEN S X
Fu LeoeH%" 3 UYVT LY
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I view of tbu conditions uxder whlcd the muchine was obtainsd, it
was not believed sdvisable to opsm up the rotors, and theso tests wore
nade by puesing & ocwrrant fros the plate to the point conmtact. A buld wae
placed in tho circuit in order S0 detexmine when the oclirouit was scapleote,

2¢epoing of ths

the outer ring of the stator (¥ig. IV 1) is movadle, while the fmmey
ssoticn which contuine tho contaots is stetionuxy. “hen o key 18 depressed
the pawl {Fig. IV §4) engoges ths ratobet moving 1iv forwayd one step. The
teoth on thu left 3ide of tho atator which sre moved in unison with tihs
ratehot guuse the F1 rotor fsed pawl to advance oue stsp whieh in vura od-
vences the ;1 rotor one stop, When the teeth oa the 1aft aide of ths #1
rotor, which are not comtinuous, engnge the p2 potor fesd pawl the F2 roter
will sdvence ono step. This sam. process applies to the #3 and reversing
rotors.

Figures IX, X, and X1 are individuul views of tho stepring geulrs 03
the intermediate rotors. Also forwarded under separste cover are wWax ine
pressions made of these geers.

#ig. Y11 shows tho instructions found oan tho ineide of the wooden
cover, comcerniag ponaltiocs to be 1ovied in cese of coapromise of the
machine.

an @B W W W W W W @ & W W

SECGRET



Flg I































