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Secure text processing with the ...

TEMPEST communication
systems are an absolute
necessity for word process-
ing and communication in
private, official and military
networks.

Furthermore, the system
must eliminate any possibility
of message change or falsifi-
cation, regardless of whether
interference attempts are
made by unauthorized users
or from the network.

Siemens has therefore deve-
loped a new microprocessor-
based system that meets all
demands for secure word
processing and communica-
tion.

The key features of this new
system are as follows:

® TEMPEST-proof

® |ntegrated encryption/
decryption

® Secure against internal
and external intrusion
(e.g. viruses)

® Enhanced text editor

® Formatting aids

® 5-level or 8-level code
selectable (and ITA No. 2/
IA No. 5)

® Universally usable due to
automatic code conver-
sion (5/8-level, 8/5-level)

® Easy to handle

® Screen prompting menus

® Short training periode only

® Error diagnostics
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Local with crypto unit

MBEIIT suvpurse reserved

Select function:

1 New message
2 Edit message

3 Forms/text modules
4

Message handling

Delete message

Reserve message for transmission/
Cancel reservation

Store message to memory=1 or disk=2

Msg. no.: mhes g

Editor mode normal=1, code transparent=2:

Store message clear=1
scrambled=2:

Reserve message automatically for transmission (Y/N): Y

Space for characters

System layout

The TEMPEST Crypto Com-
munication System T1285CA
has a modular design and
comprises the following
units:

® System control unit with
3.5” floppy disk drive, inte-
grated crypto unit and line
adapter |

® VDU with 12” mono-
chromes screen (black/
white)

® Typewriter keyboard and
separate function keys in
outlined pads

® Printer, connected via fibre
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Perfect
Word Processing

e Consequente operator
guidance via screen
menues

e Menu-driven text format-
ting

e Text display on screen,
instant correction,
comfortable text editor

e Text storage in plain langu-
age or in crypto mode

e Text modules and short
texts

e Search function
e Horizontal tab
e Forms processing

e Directory update, display,
and printout

Integrated
Crypto Functions

e Encryption and decryption
(26-, 32- and 256-charac-
ter mode) in online and
offline mode

e Key insertion via standard
fill interface

e 2 x 32 crypto keys
e Remote keying
® Local and remote update

e Zeroise switch (erases all
crypto keys and plain text)

® Access to crypto functions
restricted by crypto igni-
tion key (CIK)

e Plain text and encrypted
messages are strictly
separated by special hard-
ware and software struc-
tures

Optimized
Communication

e Automated menu-driven
transmission handling
- Communication reports
- Message chaining
- Sequence numbering
- Date and time labeling

® In crypto mode, formatting
in 5-character groups is
possible (26-character
mode)

® Printout or output to
floppy disk in plain langu-
age or as crypto text
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Crypto
Equipment

e

Crypto
Equipment

DTE/
EDP

*) Crypto function of T1285CA switched off

Flexible use

Thanks to its modular design,
the TEMPEST Communica-
tion System T1285CA can be
adapted individually to any
operator’s position.

The T1285CA system has
been developed for use in
stationary as well as mobile
communication networks.
The T1285CA system can be
operated via RF connections
with ARQ or FEC equipment.
When switching off the inte-
grated crypto function the
T1285CA system can be

combined with any telegraph
crypto equipment or asyn-
chronous data crypto equip-
ment that conforms to the

interface requirements (see
Technical Data).




Technical Data
T1285 CA

 System control unit ;

| Compromising radiation
’ 'jdh TEMPEST-proof
Original + 2 copies =
Roll paper R e e
Printing speed 60 cps Sg ggg:g’; gg \x\
Printer:
AC: approx. 55 VA
ﬁeliability I DC: approx. 45 W
MTBF per system unit more Tape punch/reader:
than 10.000 hrs AC: approx. 55 VA
Error diagnostics DC: approx. 45 W
Communication Terminals Division Delivery subject to availability;
P.O.B. 700072, D-8000 Munich 70 right of technical modifications reserved
Siemens Aktiengesellschaft Order no. L22250-X2-X-765
Printed in the Federal Republic of Germany
PA 09891.5




